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Abstract— This paper addresses the effect of aging on linear
and non-linear MUX physical unclonable functions (PUFs). It
is well known that a PUF response can be modeled in terms of
the delay difference of MUX stages. In this paper, we show that
the aging effects can be modeled in terms of variations in delay-
difference and arbiter delay. Specifically, with aging, the percent
delay-difference variation of each MUX stage can be modeled as
a ratio of two correlated Gaussian random variables. This ra-
tio distribution is shown to be approximately Gaussian with zero
mean and variance increasing with time. In case of the arbiter, the
ratio distribution is modeled as a Gaussian with positive mean.
The paper makes three contributions: modeling the effect of ag-
ing in terms of percent variations in delay-difference of the MUX
stages and arbiter delay, analysis of authentication accuracy with
aging, and approaches to increase the PUF’s lifetime by either
recalibrating it to obtain new delay-difference parameters, or by
tuning a threshold based on the total delay-difference. A general
approach for selecting the threshold values is described in the pa-
per. It is shown that the authentication accuracy of a PUF is sig-
nificantly affected due to aging effects of the arbiter itself. There-
fore, under the assumption that the variations in arbiter delay
are considerably more than in delay-differences, the performance
degradation in the case of aging alone is prominent compared
to noise alone. We show that the authentication accuracy of a
feed-forward PUF is more degraded compared to linear or modi-
fied feed-forward PUF. Metrics like Jenson-Shannon and Henze-
Penrose divergence are also used to analyze the effect of aging.

Index Terms—Physical Unclonable Function, Aging, Statistical
Modeling, Noise, Divergence metrics.

I. INTRODUCTION

Physical unclonable functions (PUFs) are hardware circuits

that can exploit unique signatures due to random process vari-

ations during manufacturing. In this paper, we consider mul-

tiplexer (MUX) PUFs whose properties are based on delay

variations [1], [2]. Three PUF configurations are considered,

namely linear, feed-forward and modified feed-forward [3].

The inputs to the PUFs are N -bit challenges and outputs are 1-

bit responses. It is well known that the behavior of challenge-

response pairs (CRPs) of MUX PUFs can be modeled using

various adaptive learning techniques [4], [5], [6]. In this paper,

we are particularly interested in a least mean square (LMS)
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based approach which has been used to estimate the delay-

difference of MUX stages [4]. The estimated model param-

eters can then be stored in a server database and used for au-

thentication. While similar approaches have been proposed be-

fore [5], [7], this method proposes to store the physical param-

eters of the model as opposed to those of an artificial neural

network (ANN) or other non-linear models [6]. Furthermore,

the parameters of ANN or other models do not correspond to

the intrinsic physical parameters of the chip. The proposed

method in [4] can be considered canonic as it is based on the

physical parameters that correspond to N multiplexer stages

and arbiter(s).

For applications in authentication, we desire PUFs to per-

form reliably over time. But various uncontrollable factors like

environmental noise and aging degrade the authentication ac-

curacy of a PUF. Environmental noise mainly occurs due to

variations in temperature and supply voltage. Another source

of noise in PUFs is due to the metastability condition of the ar-

biter. A PUF goes into metastable state when the inputs to the

arbiter change at about the same time, or in other words, when

the total delay-difference at the arbiter input is smaller than ar-

biter’s setup or hold time [8], [9]. In such cases, the response

of the arbiter becomes independent of the delay-difference of

MUX stages and is determined by its initial condition or ran-

dom noise [10], [11]. More secure configurations like feed-

forward show a higher degree of metastability compared to

linear or modified feed-forward configurations [11].

In contrast to environmental noise, aging affects the re-

liability of a PUF over a longer period of time. Aging is

mainly caused due to undesirable changes in hardware struc-

ture such as negative bias temperature instability (NBTI), hot

carrier injection (HCI) and time dependent dielectric break-

down (TDDB) [12], [13]. NBTI and HCI, in particular, are

known to induce progressive slowdown in hardware [13], [14].

This results in a gradual increase in the delays of hardware

structures like multiplexers. In proposed aging model, these

increases in delays result in a slowdown effect in terms of the

delays of multiplexers and arbiter(s). It is known that the mul-

tiplexer delays of a PUF are distributed randomly [15], [16].

We assume that, due to aging, the mean and variance of these

delays gradually increase. This has been shown to be a valid

assumption in prior aging works on delay-based PUFs [17].

However, our model considers the delay-difference rather than

the delays for each MUX stage. We assume that the delay-

differences are distributed with zero mean and variance which

increases gradually with aging. In addition to the delay stages,

the arbiter (which is typically an SR latch) also forms a key
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Fig. 1. An example showing two scenarios of how the delay-difference of a

MUX stage varies with aging. Di corresponds to delays of top and bottom

multiplexers, Δi to the delay difference and pi to the percentage change in

delay-difference. pi can be both positive or negative with aging.

component in the functioning of a PUF. In [9], [18], it is shown

that for a latch/flip-flop, various timing related factors like

setup time, hold time, clock-to-output and data-to-output gen-

erally increase with aging. This paper considers the effect of

arbiter in terms of its propagation delay (or clock-to-output).

In [17], it is shown that the arbiter in a delay-based PUF forms

an Achilles’ heel due to its “asymmetric” aging. Therefore,

variations in the arbiter due to aging would be much more sig-

nificant compared to the stage delay-differences.

This paper proposes an aging and noise based model for an-

alyzing MUX-based PUFs. The model simulates conditions

close to that for a real chip. The role of such a statistical sim-

ulation framework is important in the sense that both existing

and new PUF structures can be characterized with respect to

aging and noise effects without fabricating chips. Using the

model, we investigate how various PUF configurations are af-

fected by aging. Such comparisons of several PUF structures

with respect to aging have never been presented before. One

may be led to believe that the delay difference of a MUX stage

would not be affected by aging if both the delay paths age by

same amount. However, this is not true as the top and bot-

tom path-delays both increase but by different amounts even

after applying the same stress condition for the same stress

duration [19], [20]. If the top path-delay increases more (or

less) than the bottom path-delay, the total delay-difference in-

creases (or decreases) and thus, the final response bit can flip.

Intuitively, this explains why the delay difference variation can

be modeled as a zero-mean Gaussian random variable. An ex-

ample is shown in Fig. 1. In this work, we show that the

variations in delay-difference due to aging can be modeled in

terms of a ratio between two correlated Gaussian distributions

and then, approximated as a zero mean Gaussian distribution

with increasing variance. The arbiter delay, on the other hand,

is modeled in the same way except the ratio distribution has a

positive mean.

For a PUF, the challenge is applied multiple times to ob-

tain the response in terms of a probability. This is done be-

cause there is a possibility of variation in the response bits

due to environmental noise. Such a response is called a soft-
response [21]. The soft-response of each challenge corre-

sponds to the probability of the response being ‘1’ (or ‘0’). The

soft-response can be converted to a hard-response based on a

threshold on the probability. We chose a threshold of 0.1-0.9.

This means that if the soft-response is greater than or equal to

0.9, the output bit is ‘1’; if it is less than or equal to 0.1, the

output bit is ‘0’; otherwise it is unstable. For authentication

purposes, it is preferred to use stable challenges so that the re-

sponse bits are more reliable. In our aging analysis, we focus

on the authentication accuracy of the (initially) stable CRPs.

A prior aging work on linear PUFs [22] concluded that the

effect of aging on PUFs is permanent and, therefore, the unsta-

ble (or unreliable) challenges need to discarded. In our work,

we argue that, despite irreversible changes in the PUF structure

due to aging, it can still be used for authentication by recali-

brating the model parameters (i.e., the delay differences and

the arbiter delay). The recalibration can be done by using the

LMS method described in [4]. However, recalibrating hun-

dreds of devices is not a feasible solution. Another way for

improving the authentication performance is by choosing ap-

propriate thresholds on total delay-difference to discard chal-

lenges that are unreliable. This approach is investigated in our

paper.

The paper is organized as follows. Section II briefly dis-

cusses some background on PUFs and then presents the pro-

posed aging model. Section III discusses the setup, results and

the proposed techniques such as recalibration and the threshold

selection process for improving reliability. Section IV presents

the implications of the approach and Section V concludes the

paper.

II. BACKGROUND AND AGING MODEL

A. Aging model for the delay chain

A linear MUX PUF has N multiplexer stages and an arbiter

at the end. Control bits for each MUX stage are obtained from

the input challenge. For MUX stage i, the delay-difference,

Δi = Di
top−Di

bottom, where Di
top and Di

bottom are the delays

associated with top and bottom multiplexers of the ith stage.

We will assume multiplexer delays, Di
top and Di

bottom, to be

Gaussian distributed as N(μ, σ2) [15] (this can be attributed to

the manufacturing process variations which tend to be random

in nature). Therefore, delay-difference of the ith stage, Δi,

will be distributed as N(0, 2σ2).
Due to aging, the multiplexer delays of each stage gradually

increase, which corresponds to an increase of mean and vari-

ance to (μ′,σ2
a) [17]. Therefore, the new delay-difference of

the ith stage, Δi
aged, will be distributed as N(0, 2σ2

a) (where

σa>σ). This is validated in prior aging work [17], where it

is shown that the standard deviation of delay-difference,
√
2σ,

increases with aging. The new delay-difference of the ith stage

for an aged PUF can be expressed as:

Δi
aged = Δi

(
1 +

Δi
aged −Δi

Δi

)
= Δi (1 + pi) (1)

where pi is the percent delay-difference variation in the ith

stage. pi is basically the ratio of two correlated Gaussian dis-

tributions, N(0, 2(σ2 + σ2
a + 2ρσσa)) and N(0, 2σ2) (where

ρ is the correlation coefficient between Δi and Δi
aged). As the

variance of Δi increases with aging, σ2
a term in the variance of
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Fig. 2. Ratio distribution with t-distribution fit for data collected from 3 chips

for 2 hours (left) and 6 hours (right) of aging. X axis is the percent

delay-difference variation.

pi will start to dominate. Therefore, the variance of these ap-

proximate distributions is to an extent proportional to σ2
a. Prior

work in [23] suggests some approximate distributions for cor-

related ratio distributions in terms of Gaussian, t-distribution

etc. A ratio of two Gaussians also has been used to model true

random number generators [24].

Using aging data collected from test chips for upto 10 hours,

we observe that the ratio distributions have a good fit with

t-distribution. Fig. 2 shows ratio distributions for recovery

times of 2 and 6 hours using a voltage based stress test, where

the voltage was increased from a nominal value of 0.9V to

1.8V at 25◦C. However, the data collected was only for 3 chips

and corresponds to 3x32=96 samples for 32-stage MUX PUFs.

This is insufficient in order to obtain a precise distribution of

pi.

For our model, we adopt a Gaussian approximation for the

ratio distribution (as t-distribution is a good approximation for

Gaussian when dealing with small sample sizes). An example

is ratio distribution, pi, with standard deviation=0.05 (or 5%).

In prior work [17], a 5% standard deviation in delay-difference

roughly corresponds to 2 years of aging.

By using the model in (1) with a set of initial Δi (sampled

from a Gaussian distribution with standard deviation,
√
2σ)

and pi (sampled from a ratio distribution with a given stan-

dard deviation), we can generate various instances of delay-

difference, Δi
aged, for MUX stage i. Note that σ is obtained

using the values of Δi estimated [4] from the test chip.

B. Aging model for arbiter

The arbiter, placed at the end of the delay chain, is mod-

eled in a slightly different manner. We model it in terms of its

delay, Δarb, which accounts for its propagation delay. How-

ever, being a delay element, it takes only positive values unlike

delay-difference and, therefore, has a positive mean.

An aged Δarb can be expressed similar to (1) as:

Δarb
aged = Δarb (1 + q) (2)

where q is the percent change in arbiter delay. The only dif-

ference is that q is Gaussian distributed with a positive mean.

Similar to the delay-difference, the mean and variance of q in-

crease with aging. Here for simplicity, we assume that mean

and variance are related as μ2
q=3σ2

q (assuming q to be a uniform

random variable between 0 and 2μq).

C. Total delay-difference and Noise model

Depending on the input challenge, the difference between

the two paths traversed is termed as total delay-difference. It

is denoted by rN and for an N -stage linear MUX PUF can be

computed as [15, 16]:

rN =
N+1∑
i=1

(−1)C′
iΔi =

N∑
i=1

(−1)C′
iΔi +Δarb (3)

where C ′
i=⊕N

j=iCj is the XORed challenge bit corresponding

to challenge bit Ci, Δ
i is the ith stage delay-difference and

Δarb=ΔN+1 (C ′
N+1=0) is the bias corresponding to the arbiter

delay [3].

However, the model in (3) is deterministic and does not in-

clude any variations that occur due to environmental noise.

This model generates output which has zero intra-chip vari-

ation (or 100% reliability). Therefore, in order to simulate the

model close to that of a real chip, we consider environmental

noise in addition to the delay parameters, Δi and Δarb. Both

the delay parameters vary depending on the amount of noise as

Δi+ni and Δarb+narb, where ni and narb are the noise factors

affecting the ith delay stage and the arbiter. A modified model

of (3) to mimic a real chip performance can be expressed as:

rN =
N+1∑
i=1

(−1)C′
iΔi +

N+1∑
i=1

ni (4)

where ni is the environmental noise contributed by each stage.

Final response bit, R, of the PUF is decided based on rN
as [25]:

R = sign(rN ) =

{
1, rN ≥ 0

0, rN < 0
(5)

In case of feed-forward and modified feed-forward con-

figurations, similar expressions for total delay-difference,

rN , and final response bit, R, can be obtained. In-

dependent of the PUF configuration, an un-aged N -stage

MUX PUF has total delay-difference, rN , distributed as

N
(
μarb, 2Nσ2 + σ2

arb + (N + 1)σ2
n

)
, where N(0, 2Nσ2) is

due to the multiplexer stages, N(μarb, σ
2
arb) is due to the ar-

biter delay and N
(
0, (N + 1)σ2

n

)
is due to environmental

noise.

Fig. 3 shows the distribution of total delay-difference, rN ,

with 10,000 random challenges for the three PUF configura-

tions. Observe that the feed-forward configuration has a higher

spread of rN for unstable challenges (blue color). This is due

to an increased metastability [11]. For our chips, variance of

rN for unstable challenges in case of feed-forward configu-

ration is atleast 10 times more than the other two configura-

tions. For linear and modified feed-forward configurations,

total delay-difference, rN , of unstable challenges are much

more closer to 0. As discussed before, the definition of un-

stable CRPs comes from a thresholding (0.1-0.9) based on the

soft-response [21]. Fig. 4 shows the probability distribution

of rN corresponding to stable 0 and stable 1 response bits for

a linear PUF. As can be observed from the figure, there is a
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Fig. 3. Histogram of total delay-difference, rN , for un-aged (from left to right) linear, modified feed-forward and feed-forward configurations (using ground

truth from the chips).

Fig. 4. Probability distributions of rN corresponding to stable 0 and stable 1

response bits for an unaged linear PUF with noise std=5% of std of Δi.

small degree of overlap between the distributions. This corre-

sponds to the environmental noise added to the model in (4)

and represents the error present in the proposed model.

We now summarize the assumptions made for the proposed

model:

• For a fixed set of conditions, the effect of environmen-

tal noise on the PUF performance is static. This means

that for a given environmental condition, the value of σn

can be assumed to be constant. This is true even when

the PUF is undergoing a gradual change due to the aging

process.

• Variance of the delay parameters like delay-difference,

2σ2, and arbiter delay, σ2
arb, increase gradually with ag-

ing. The model considers them indirectly in the form of

variance of percentage distributions, pi and q.

• The variance of the percentage change in arbiter de-

lay, q, increases much more rapidly than that of delay-

difference, pi. This means for a given amount of aging,

σarb>σ.

III. SETUP AND RESULTS

A. PUF Setup for Aging Simulation

We analyze the effects of aging on 6 32-bit MUX PUFs fab-

ricated across 2 chips which use IBM 32nm HKMG technol-

ogy [21]. Aging measurements were made for upto 10 hours at

a voltage of 1.8V (from a nominal value of 0.9V) and temper-

ature 25◦C. From the silicon chip, soft responses are collected

for 10,000 random challenges. Each challenge-response pair

(CRP) is measured 102,400 times and converted to a soft re-

sponse using an on-chip 1/1024 divider. The soft-response is,

then, converted to a hard response bit using 0.1-0.9 threshold.

These hard responses are used to estimate the delay-differences

using LMS technique [4].

For a given amount of aging, we generate 1000 PUF in-

stances using Monte-Carlo simulation with percentage delay

paramaters, pi and q, sampled from Gaussian distributions with

certain standard deviation. The (initial) delay-differences of

individual stages, Δi, and arbiter delay, Δarb, are taken from

the models obtained from the actual chip. Gaussian noise with

a fixed standard deviation, σn, is also added. To simulate ag-

ing over a period of time, standard deviations of pi and q are

varied while keeping the standard deviation of noise fixed.

B. Authentication Performance with Noise

The model in (4)-(5) includes the effect of environmental

noise to the final response bit. For a given environmental con-

dition (like fixed temperature, voltage supply etc), the noise

is modeled as a Gaussian distribution with fixed variance. Un-

like aging, noise is static and, therefore, the degradation in PUF

performance is fixed. Fig. 4 shows the probability distributions

of rN for stable 0 and stable 1 response bits in the presence of

noise with standard deviation=5% std. of Δi.

We can quantify the overlap between the distributions in

terms of metrics like Jensen-Shannon (JS) [26] or Henze-

Penrose (HP) divergence [27]. Jenson-Shannon (or JS) diver-

gence is a symmetric form of Kullback-leibler (or KL) diver-

gence [28]. JS divergence between two distributions P and Q

is defined as:

JS(P ||Q) =
1

2
(KL(P ||R) +KL(Q||R)),

where R =
1

2
(P +Q)

(6)

where KL(.) corresponds to KL divergence. We found KL

divergence to be sensitive to probabilities close to 0 which

deemed it unsuitable. JS divergence takes values between 0

to 1, whereas HP divergence takes values between 0.5 to 1.

For a good PUF reliability, we desire a higher divergence

between the stable 0 and stable 1 probability distributions. In

Fig. 5 (dashed lines), we show how the two metrics vary for

different amounts of noise. The x-axis is the standard devia-

tion of noise (σn) represented as a percentage of the standard

deviation (
√
2σ) of delay-difference, Δi. We observe that as
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Fig. 5. Divergence metric comparisons in case of noise alone (dashed line)

and aging alone (solid line) scenarios with (left) Jensen-Shannon divergence

(right) Henze-Penrose divergence.

Fig. 6. Percentage of successful authentications by assuming equal variance

for the delay chain and arbiter due to aging and in presence of 5% std of

noise.

the amount of noise increases, the overlap between the dis-

tributions also increases and, therefore, the divergence values

decrease. Out of the three configurations, feed-forward is af-

fected the most by environmental noise.

C. Authentication Performance with Aging

As mentioned before, we assume that the model parame-

ters, i.e., delay-differences and the arbiter delay, have been es-

timated and are stored in the server database. These stored

parameters were estimated for an un-aged PUF instance. But

with time as the PUF starts to age, the delay-differences start

to vary gradually and therefore, the stored model parameters

(or even a CRP look-up table or other adaptive parameters) be-

come outdated. This occurs due to flipping of response bits for

these challenges. The result is a decrease in the percentage of

successful authentications, as shown in Fig. 6. An authentica-

tion is considered successful if the responses to the challenges

match with their expected values (which is obtained from the

stored model parameters or from a CRP look-up table).

The percentage of successful authentication at 0% standard

deviation, i.e., for an un-aged PUF, depends upon the amount

Fig. 7. Percentage of successful authentications with aging effect considered

only on delay chain (left) and only arbiter (right) in presence of 5% noise std.

Fig. 8. Number of bit flips 0→1 in Stable-0 (left) and 1→0 in Stable-1 (right)

with equal delay chain and arbiter aging.

TABLE I

PERCENTAGE SUCCESSFUL AUTHENTICATION UNDER EQUAL AGING

SCENARIO; STD(q)=STD(pi)

% STD No Noise Noise STD=5% Noise STD=10% Noise STD=20%
Original 0.9993 0.9980 0.9930 0.9729

Linear 5% 0.9981 0.9967 0.9917 0.9714

10% 0.9927 0.9911 0.9860 0.9674

20% 0.9697 0.9683 0.9639 0.9487

Original 0.9985 0.9974 0.9921 0.9710

MFF 5% 0.9977 0.9963 0.9911 0.9698

10% 0.9923 0.9906 0.9854 0.9661

20% 0.9690 0.9675 0.9629 0.9486

Original 0.9982 0.9954 0.9863 0.9528

FF 5% 0.9955 0.9927 0.9837 0.9523

10% 0.9842 0.9817 0.9728 0.9450

20% 0.9463 0.9442 0.9387 0.9187

of environmental noise added to the model. Otherwise, the pre-

diction accuracy is very close to 100%. Fig. 6 shows the per-

centage of successful authentications under equal aging sce-

nario for the delay chain and arbiter, i.e., under the assumption

of equal variation for both. Note that unless otherwise men-

tioned, the standard deviations for percentage variation, pi and

q will be assumed to be equal. However, as discussed before

we expect a higher variance for arbiter than the delay chain.

Fig. 7 show the authentication accuracies for aging effects con-

sidered separately on the delay chain and arbiter. We can ob-

serve that the performance degradation due to aging in arbiter

is significant. Tables I, II show the percentage of successful au-

thentications under equal and unequal aging conditions of the

arbiter and delay-difference. From Table II, we observe that

under the assumption that the variation in arbiter delay, q, is

considerably more (i.e., 20%) than in delay-difference, pi, the

performance degradation in the case of aging alone is promi-

nent than noise alone.

With aging, we observe that a feed-forward PUF is more

prone to bit flips than the other two configurations. This means

that among the three configurations, feed-forward is most li-

able to have an authentication failure for a fixed amount of tol-

erance in error. This is because any bit-flip in the intermediate

response bit (or the internal challenge bit) affects the final re-

sponse bit much more significantly than in the case of modified

feed-forward or linear. In case of modified feed-forward, the

interconnection between consecutive stages (almost) negates

the effect of internal challenge bits on the final response.

Fig. 8 shows the number of bit flips for Stable-0 and Stable-

1 response bits with aging. The top curves (solid line) in each

figure show a decrease in the number of stable 0s (or stable
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TABLE II

PERCENTAGE SUCCESSFUL AUTHENTICATION UNDER UNEQUAL AGING

SCENARIO; STD(q)=STD(pi)+20%

%STD(p, q) No Noise Noise STD=5% Noise STD=10% Noise STD=20%
(0,20) 0.9961 0.9941 0.9892 0.9704

Linear (5,25) 0.9914 0.9898 0.9843 0.9657

(10,30) 0.9825 0.9805 0.9761 0.9594

(20,40) 0.9568 0.9556 0.9526 0.9409

(0,20) 0.9960 0.9944 0.9891 0.9694

MFF (5,25) 0.9912 0.9896 0.9848 0.9663

(10,30) 0.9827 0.9815 0.9761 0.9592

(20,40) 0.9566 0.9561 0.9528 0.9391

(0,20) 0.9795 0.9773 0.9700 0.9441

FF (5,25) 0.9672 0.9654 0.9591 0.9354

(10,30) 0.9506 0.9494 0.9433 0.9248

(20,40) 0.9136 0.9124 0.9096 0.8937

Fig. 9. Probability distributions of stable 0 and stable 1 response bits with

aging with 30% delay variation for a linear PUF

1s) with aging. The bottom curves (dashed line) show an

increase in the number of flipped bits corresponding to sta-

ble 0s (or stable 1s). For a fixed level of aging, we observe

that the number of bit-flips is the highest for the feed-forward

configuration. For example, for 33% standard deviation of

delay-difference variation, the percentage of Stable-0 bit-flips

for linear/modified feed-forward is roughly 242
3469=6.97% and

for feed-forward is 369
3277=11.3%. Similarly, for a 33% stan-

dard deviation of percent delay-difference variation, the per-

centage of Stable-1 bit-flips for linear/modified feed-forward is

roughly 374
5515=6.78% and for feed-forward is 481

5159=9.32%. We

can observe that the number of bit-flips Stable-0→1 is more

than Stable-1→0. This indicates that the mean of total delay-

difference, rN , (i.e., μarb) increases with aging. Also, note

that the response bits are slightly skewed towards bit ‘1’. This

is because the overall mean of distributions in Fig. 3 is slightly

greater than 0 (= μarb).

Similar to the case of noise, the overlap between the stable-0

and stable-1 distributions would increase with aging (as shown

in Fig. 9). Fig. 5 (solid lines) shows how both the divergences

(JSD and HPD) change with aging. We observe that both aging

and noise affect the authentication performance in a similar

manner. Even so, for the same amount of percent variation,

the performance is slightly worse for aging. The difference is

mainly due to the way the arbiter ages with time.

D. Temporal Properties of unstable CRPs

In this section, we discuss how aging affects the (initial) un-

stable CRPs. Note that these CRPs are unstable in an un-aged

Fig. 10. (Left) Variance of rN for unstable challenges with aging, (right)

Percentage of unstable challenges with |rN |>α, where α=0.4σ.

PUF due to the effects of metastability or environmental noise.

Here, we are interested in studying the variations in the total

delay-difference, rN , for these CRPs due to aging. Fig. 10

shows how the variance of rN for unstable challenges varies

with time. As observed, the variance for all the three PUF con-

figurations increases with aging. From our earlier discussions

on un-aged PUFs, we know that feed-forward has a higher vari-

ance of rN for unstable challenges. With aging, this variance

increases further. Hence, it is logical to think that some of these

unstable challenges would become stable. To validate this, we

choose a threshold for rN (say, α=0.4σ, where σ is the stan-

dard deviation of total delay-difference, rN , for un-aged PUF

shown in Fig. 3). We then observe how the percentage of

unstable challenges with |rN |>α varies with aging. This is

shown in Fig. 10.

We can observe that the percentage of unstable challenges

with |rN |>α increases with time (or aging). For linear and

modified feed-forward configurations, the percentage remains

near 0 till about 7% standard deviation of delay-difference

variation (pi or q). This means that, in the initial periods

of aging, there is hardly any increase in the number of un-

stable challenges with |rN |>α. This is due to the choice of

α (=0.4σ), which essentially guarantees the stability of these

CRPs, i.e., these challenges have soft-responses between 0.1

and 0.9. Feed-forward, on the other hand, has higher (∼25%)

percentage of unstable challenges with |rN |>α, even in the

un-aged case. This indicates that for feed-forward, α=0.4σ is

not an optimal value for guaranteeing stability. Empirically,

we choose a value of α=2.4σ for this case.

Furthermore, from Fig. 10 we can say that for linear and

modified feed-forward configuration, about 25% of (initially)

unstable CRPs have become stable for a 33% standard devi-

ation of percent delay-difference. Note that 25% of unstable

CRPs is roughly 25
100x10%≈2.5% of total CRPs. In case of

feed-forward, such claims can only be made at higher values

of α. This is because for feed-forward, α=0.4σ does not guar-

antee stability. However at a higher threshold (α=2.4σ), we

observe that only a very small percent (<0.1%) of unstable

CRPs becomes stable. Therefore, unstable CRPs with |rN |>α
can be later used for authentication purposes in an aged PUF.

E. Recalibration and Threshold Tuning

Previously in Fig. 6, we had discussed about the authen-

tication failures occurring due to aging. This happens as the

(aged) delay-differences start to vary from the ones stored in
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the server database. A simple solution for this problem is to

re-estimate the new delay-differences using the LMS technique

described in [4]. For the LMS estimation, a sufficient number

of CRPs (<2000) will give us a prediction accuracy close to

100% in case of linear MUX PUFs. However, a disadvantage

of the approach is that with increasing number of PUF devices

in the market, the number of devices needing recalibration will

be very high. Therefore, this approach will prove to be costly

and is not feasible in practise.

We propose an alternative approach where the goal is to

select appropriate thresholds (say, β) on the total delay-

difference, rN , of the un-aged PUF which can improve the

reliability. A desired value of β will correspond to the total

delay-difference, rN , of CRPs immune to aging related bit-

flips.

Fig. 11 shows the percentage of error (or failures) in au-

thentications against varying threshold, β, for a linear PUF.

Note that, 100-(% error) is equal to percentage of success-

ful authentication. From the plot, it is easy to observe that

CRPs with a higher total delay-difference, rN , are more im-

mune to bit-flips. Therefore, a logical choice for optimal β
is to choose it as high as possible. For example, β=0.3 is a

good threshold value to choose for up to a standard deviation

of pi=q=16.7% (equal aging scenario). It corresponds to low

bit-flips (∼0.02%) for 16.7% standard deviation. From previ-

ous discussion, we observe that β=α=0.4σ≈0.3 (σ=0.75 is the

standard deviation of rN for our chip). Therefore, the same

value of threshold (=0.4σ) is useful for two purposes: First, for

guaranteeing the stability of CRPs (specified by α) and second,

to improve the unreliability due to aging for up to a standard

deviation of pi=16.7% (specified by β). For both cases, CRPs

corresponding to total delay-difference, |rN |>α or β are the

same and can be termed as highly stable CRPs.

In the case of modified feed-forward, the performance is

quite similar to that of linear PUF, which is expected. There-

fore the thresholds, α and β (=0.4σ) are the same as before. For

the case of feed-forward, we observe that the threshold value,

β, required for good reliability is much higher. In this case,

α=2.4σ≈1.8=β (for up to 33% standard deviation of pi) is a

desirable choice. In general for 33% standard deviation of pi
(or q), thresholds of 0.8σ, 0.8σ and 2.4σ are good choices for

linear, modified feed-forward and feed-forward configurations,

respectively.

The thresholds, β, chosen in the previous case correspond

to the case when the tolerance to error is very low (close to

0%). However in practical authentication scenarios, we can

tolerate a certain amount of error in the responses. For exam-

ple, prior work in [29] considers a tolerance of 10 bits for a

128-bit response. Fig. 11 shows thresholds, β, corresponding

to a tolerance of about 1.5%. As can be observed for linear

PUF, threshold β∗
16.67 is much less than 0.4σ = 0.3, obtained

for low tolerance scenario. This is true for all the three config-

urations. Hence, in a practical authentication scenario, lower

thresholds are good enough for maintaining the required level

of reliability (depending on the tolerance). The threshold vs
percentage successful authentication (or % error) curve (Fig.

11) can be learnt using a polynomial fit of order 3 or more.

IV. DISCUSSION

We observed in our results that the reliability (or intra-chip

variation) of a PUF decreased with aging. The effect of aging

on other metrics is summarized below:

• Uniqueness: Also called inter-chip variation, is the ability

of a PUF to produce outputs that are significantly different

from other PUFs. From our simulations for synthesized

PUFs, we observe that for at least 70% permutations of

the chips, uniqueness increases with aging. This is intu-

itive as aging is essentially a randomization process due

to its Gaussian nature.

• Randomness: It is the ability of a PUF to produce unbi-

ased ‘0’ and ‘1’ response bits. From Fig. 8, we observe

that even for an un-aged PUF, the response is slightly

skewed towards bit ‘1’. Furthermore, with aging we ob-

served that the number of bit flips from Stable-0→1 is

much higher. This is due to increase in the mean of total

delay-difference, rN , which is μarb.

For countering the unreliability in the stable CRPs due to ag-

ing, we suggested an approach to tune a threshold, β, based on

the total delay-difference, rN . An un-aged PUF has about 85-

90% stable CRPs (Fig. 3). That is, for a 32-bit un-aged PUF,

we have more than 231 stable CRPs. However with aging, the

number of stable CRPs decreases further (Fig. 8). The number

of stable CRPs depends on our choice of threshold, β. For val-

ues of β equal to 0.8σ, 0.8σ and 2.4σ for linear, modified feed-

forward and feed-forward configurations, we get about 42%,

42% and 2% stable CRPs, respectively. This corresponds to

approximately 231, 231 and 226 number of stable CRPs. How-

ever, for a practical authentication scenario, the number of sta-

ble CRPs would be considerably higher.

V. CONCLUSION

This paper discusses the impact of aging on linear and non-

linear PUF configurations. We observe that certain structures

(like feed-forward) are much more significantly affected by

aging than the others. We also observed that the arbiter can

largely dictate how a MUX PUF performs with time. Ap-

proaches to improve the reliability by estimating new model

parameters or by tuning a threshold based on the total delay-

difference were discussed. It was further observed that the au-

thentication accuracy of feed-forward PUFs is degraded by 3%

if the number of MUX stages increases from 32 to 64 under

equal aging scenario. Furthermore, the effect of arbiter aging

due to asymmetry is lessened as the number of MUX stages

increases. Future work will be directed towards validating the

proposed models on test measurements from chips, quantify-

ing the effect of aging due to voltage and temperate and quan-

tifying the effect of aging on higher number of MUX stages.

2A-1

82



Fig. 11. Thresholds, β, for a fixed error tolerance=1.5% for linear (leftmost), modified feed-forward (middle), and feed-forward (rightmost).
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