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Abstract

This work experimentally demonstrates for the first time a
True Random Number Generator (TRNG) based on the
random switching probability of Magnetic Tunnel Junctions
(MTJs). A conditional perturb and real-time probability
tracking scheme is proposed to enhance the reliability, speed,
and power consumption while maintaining a 100% bit
efficiency.

Introduction

True Random Number Generators (TRNG) are specialized
circuits used in a wide variety of applications ranging from
cryptography and hardware based security to statistical
sampling and advanced simulation techniques. Traditional
CMOS based TRNGs utilize physical noise present in CMOS
circuits such as thermal noise, random telegraph noise, and
oscillator jitter. However, existing CMOS based TRNGs
require extensive post-processing to ensure a high level of
randomness in the output bits, which incurs a significant
performance, power, and area overhead [1]. The goal of this
work is to develop a new class of TRNGs based on the
random switching probability of Magnetic Tunnel Junctions
(MTJs) for compact area, simpler design, high throughput, and
reliable operation. In particular, we propose a conditional
perturb and real-time output probability tracking scheme to
achieve a 100% bit efficiency (or 100% useable bits) while
improving the reliability, speed, and power. An additional
benefit of MTJ-based TRNG is that it can be readily
implemented using an existing STT-MRAM array with
negligible circuit overhead.

The Spin Transfer Torque (STT) switching phenomenon in
an MTJ (Fig. 1) is subject to random thermal fluctuation noise
which gives rise to a switching probability contour map as
shown in Fig. 2 [2]. By applying an optimal “perturb” pulse
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Fig. 1. lllustration of Spin Torque Transfer (STT) switching principle in
Magnetic Tunnel Junction (MTJ).
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Fig. 2. MTJ switching probability as a function of pulse width and pulse
amplitude [2] (AP—P switching direction).
whose width and amplitude correspond to the 50% switching
probability contour, the final resolved state of the MTJ will
depend solely on the random thermal noise, producing an
unbiased random output bit. In this work, we address the two
main considerations for a high quality TRNG design: (1)
achieving the optimal trade-off between switching speed,
power, and lifetime, and (2) ensuring a 50% switching
probability under different PVT conditions.
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Fig. 3. Random number generation schemes: (left) unconditional reset
scheme and (right) the proposed conditional perturb scheme.



Conditional Perturb Scheme

The working principles of the conventional unconditional
reset scheme [3] (concept only) and the proposed conditional
perturb scheme are described in Fig. 3. The conventional
technique applies an initial reset voltage (Vreser) large enough
to force the MTJ into a reset state (i.e., AP). Subsequently, a
smaller perturbation voltage Veerturs+ in the opposite
direction (i.e. AP to P) is applied to induce STT switching
with a 50% probability. Finally, the resolved state is read out
using a small read voltage (Vrean). The proposed scheme, on
the other hand, perturbs the cell according to the previously
sampled MTJ state, thereby eliminating the reset phase all
together. Fig. 4 shows a high level comparison between the
two schemes. The advantages of the proposed technique are
threefold. First, the absence of a reset phase enhances the
lifetime of the MTJ as illustrated in the time-to-breakdown
measurements in Fig. 5 [4][5]. Unlike in STT-MRAM
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Fig. 4. TRNG performance comparison between the unconditional reset
and the proposed conditional perturb schemes.
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Fig. 5. (a) Timing diagrams for MTJ Time-to-breakdown (tBD) analysis
(b) Lifetime comparison between the two TRNG schemes based on MTJ
measurement data [4][5].

Capping layer

COzoFesoBzo 1.9nm

MgO 0.85nm
CO40Fe4oBzo 2.4nm
Ru 0-85nm Uof MN 50kV  X55,000 100nm WD 12.2mm
CozoFesp 2.3nm (b)
PtMn 15nm Dimension 170x50nmz
RA 5.26 Q-ym
Seed layer TMR 107%
(a) (c)

Fig. 6. (a) MTJ vertical stack structure (b) SEM image (c) key
parameters of the fabricated MTJ device.
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Fig. 7. Measured (a) R-1 and (b) R-H hysteresis curves of the fabricated
MTJ device. Data was collected while sweeping the MTJ current (a) and
external field (b).

application where the cell is accessed infrequently, MTJs for
TRNGs need to be accessed continuously throughout the
lifetime of the product (e.g. 10 yrs) making lifetime related
issues a first rate concern. Second, random bits can be
generated at a faster rate since no reset is required and the
perturb and read operations can be made relatively fast.
Finally, the energy dissipation is lower for the proposed
conditional perturb scheme.

The MTJ stack structure, SEM image, and summary of
measured MTJ parameters are given in Fig. 6. The measured
R-1 and R-H hysteresis curves are shown in Fig 7. The
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Fig. 10. NIST randomness test result of 636 Kbits from the conventional
unconditional reset scheme.
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Fig. 11. NIST randomness test results for the unconditional reset scheme
after applying the Von Neumann correction (bit efficiency: 25%b).

measurement setup in Fig. 8 consists of high speed signal
generators for providing Vperture+, VReser O VPERTURB-
pulses, a data acquisition board for generating the read voltage
pulse and sampling the MTJ state using the same signal line, a
power combiner, and a bias tee. A software program controls
the pulse generators and the data acquisition board generates
the timing sequences described earlier. Fig. 9 shows the
measured probability of each 10.6 Kbit segment for the
conventional conditional reset scheme. Note that the output
probability typically needs to stay within 50+1% to pass the
NIST frequency test [6]. A small number of segments fail to
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Fig. 12. Measured output ‘1’ probability of the proposed conditional
perturb scheme.
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Fig. 13. NIST randomness test result of 623 Kbits from the proposed
conditional perturb scheme.
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Fig. 14. NIST randomness test results for the conditional perturb scheme
after applying the Von Neumann correction (bit efficiency: 25%).

meet this criterion and consequently, the output data fails to
pass the frequency and cumulative sums tests as shown in Fig.
10. Von Neumann’s algorithm can be applied to remove skew
in the TRNG output and pass all 10 NIST tests [1]. However,
the bit efficiency (=fraction of useable bits) drops from 100%
to 25%. The measurement data from the proposed scheme in
Figs. 12, 13, and 14, indicate a similar level of randomness as
compared to the conventional scheme.

Real-Time Output Probability Tracking



To achieve good randomness without incurring any bit
efficiency loss, a real-time output probability tracking scheme
that actively unbiases the output bit stream is proposed. The
circuit diagram is shown in Fig. 15 where two 10 bit counters
are used to calculate the output probability of each consecutive
1 Kbit segment. tperTure- is adjusted according to the digital
comparator outcome while all other parameters such as
VperTurB+, tPerTure+ and VeerTure- are kept constant for a
simple single-parameter feedback control. Note that a segment
size much shorter than 1 Kbit makes the output probability
fluctuate while a segment size much longer than 1 Kbit
increases the locking time unnecessarily. The real-time
tracking scheme was implemented in software and the
measurement setup in Fig. 8 was used to verify the concept
using the fabricated MTJ device. The conditional perturb
scheme was used for all measurements involving real-time
tracking. Measured probability of each 1 Kbit segment and the
corresponding teerturs- are illustrated in Fig. 16. The
minimum teerTurs- Step was set as 0.05ns. After an initial
locking period of 65 Kbits, the output data passed all NIST
randomness tests while maintaining a 100% bit efficiency
(Fig. 17). Finally, we show a conceptual diagram of a TRNG
implemented using an existing STT-MRAM array (Fig. 18),
which could potentially allow massive generation of random
numbers with negligible circuit overhead.
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Fig. 15. Proposed MTJ-based TRNG with conditional perturb and real-
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in software and experimentally verified using a real MTJ device.
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Raw data after probability tracking

Conditional Perturb scheme, # of segments: 55
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Fig. 17. NIST randomness test results for the proposed MTJ-based
TRNG with conditional perturb and real-time output probability
tracking. Note that output bits after the initial locking period are used for

the randomness test.
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Fig. 18. (a) Conceptual diagram of a TRNG circuit implemented using an
existing STT-MRAM array (b) “Write” and “Perturb” timing diagrams
of STT-MRAM and TRNG modes.
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